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Ethical Decision Making: A Breach in Security
Data-Time Inc is an accredited organization mandated to manage information collected on homeless shelters and free clinics in Colorado City. These data are profoundly confidential and as such is highly secured and only accessible to company’s employees. Observing Data-Time Inc protocol of a single laptop per employee for remote database access is the way to go; unfortunately, the database is compromised when one laptop is stolen (Bartlett, 2015). Much of homeless shelters clients’ information was deemed to be at risk and there were no lucid means through which affected customers could be contacted and alerted of this incident. Regarding the latter, the company is facing a dilemma of how to safely manage and recover from this security breach.
Moral Decisions
At this phase of events, a moral decision-making model for Data-Time Inc Company entails focusing on strategies for setting high priority ethical conduct as well as a framework for decision making following a data security breach. The approach should concentrate on establishing out the moral principles’ system associated with the benefits as well as harms of the breach and appropriateness and grievance of all motivations and ends of the data breach action (Wang & Johnson, 2018). The model aims to elaborate on post-breach action facts gathering, companywide ethical considerations, ethical principles about the breach; available solutions to recover from any harm suffered as well as a descriptive comparison of solutions consented to ethical concerns and principles in this database security breach incident.
[bookmark: _GoBack]The model verbatim emphasizes any curdling relationship arising from breach of ethics is gravely inconsistent with sound commercial practices; Regardless of whether the affected homeless shelters clients’ information being or not being central to Data-Time Inc company mission success, the customers remain to be integral and essential to the company's future stay in business and as such they ought not to be taken for granted. At very least to avert Data-Time Inc Company from losing its clients to their competitors' posts an outright relinquishment.
[bookmark: _Hlk36974844]Gather the facts
In this case study, the foremost consideration is timeline. Data-Time Inc Company should first and foremost discuss the database breach event with the employee(s) that first noticed the breach as well as those who approved the incident indeed happened. Then, the company will have to table the time of the breach incident and continuously add up proceedings to the timeline. After known facts and their times, Data-Time Inc company investigation team should record facts alone eliminating personal sentiments from creeping in. Finally, the team should avoid making any premature conclusions. 
Determine the ethical issues
Considering the sensitivity of the data that was breached, having entailed individual Social Security numbers and personal private information, these may be vulnerable to digital threats as well as hackers. Data-Time Inc investigation team has to go beyond the expected traditional courtesy and express high confidentiality of lost data and information (Wang & Johnson, 2018). This is because; the case study entails any information security breach which could go to tall heights of compromising company’s ability to operate as well as posing a threat to the safety and well being of affected clients. Similarly, despite lack of clear means to contact and alert the clients, Data-Time Inc Company should consider not making any delays to letting the affected clients know that they experienced a data breach which might have resulted in stealing, loss or exposure of their confidential information. This could go a long way to retaining customer trust and conserving company’s business name reputation.
Determine what virtues/principles have a bearing on the case
In its effort to tracing and relaying the data breach incident to affected customers, Data-Time Inc Company should uphold a virtue of truth. The company should hit on the top by letting its customers know the level of risk they were in and what is within the company’s ability to offer protection, and where the company felt it was wanting. Besides, honesty as a virtue comprises one of the characters of God. As Data-Time Inc's breach mitigation team strives to manage the data breach incident, they should adhere to high level of honesty between them and the company administration. This could be through forthright audit reports of whether the company could be salvaged from the incident and any available novel protocol the company could consider accessing its data in future.
Alternatives 
A recovery plan for Data-Time Inc Company is the determinant of its future stay in business. The possible solutions Data-Time Inc could consider to recover from the breach include stopping the breach; the company should isolate the server computer from any network connection to avert attempts to breaching other sects of the network (Wang & Johnson, 2018). Disconnecting the breached user account and the affected department could work as well. Afterward, the stolen laptop's IP address could be blacklisted to prevent further damages. Consequently, the damage the breach might have caused should be assessed and evaluations made based on attack vector, data sensitivity and risk to information involved among others. On the same trajectory, Data-Time Inc should notify the pretentious clients. Lastly, the investigation team should prepare a system security audit report.
Compare the alternatives with virtues/principles
Concerning the investigation team's quest to stop the data breach, the team should be honest about whether the breach could be contained before damage is caused and whether the available option(s) are effective. During the assessment process, the team should honestly confirm to the Data-Time Inc administration the tactics the attack was based on, for instance, user account or social engineering. In addition, high levels of truth-telling should prevail when notifying the affected clients of the breach, through correct citation of the date of breach, as well as level of data compromised and recommended company to client protection advice. Lastly, the audit report to be delivered should truthfully assert the present security system’s status and operative future recovery plans.
Consequences
Although Data-Time Inc Company could strive to adhere to high levels of integrity with its clients, the company is likely to suffer a severe drawback for its wholesome truth and honesty virtues adhered to in this data breach incident to its esteemed clients. The company should prepare for an imminent business shock from its shaken reputation as well as other backlashes that often accompany data breach events (Wang & Johnson, 2018).
Make a decision 
Based on the case study’s data breach event and the type of attack suffered to the best of this case study breakdown, the most effective solution would be blacklisting the IP address of the stolen laptop from where the breach instigated. Isolation of the employee department from the company’s network and blocking the user account from where the breach originated, is an effective way to manage the breach.
In conclusion, following a data breach harm suffered by Data-Time Inc company through a stolen employee's laptop computer, the nature of information that was at risk demanded a high level of confidentiality both from the recovery team and the company at large. Through moral decision-making model, several ethical issues had to be considered to successfully halt the breach, assess harm caused, notify affected clients as well as articulate future recovery plans. It is to this regard that has concluded that the breach was based on a user account, a decision to blacklist the user stolen device, as well as limit access of departmental information via the company's local area network (LAN), served as the best solution to saving Data-Time Inc company from further damage and protect its customers' information.
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